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1 Introduction

Law enforcement intelligence units often employ strategies to gather sensitive information aimed at dismantling
terrorist plots. The Intelligence Handling Model (IHM), jointly developed by MI5 and Counter Terrorism (CT)
policing in 2011, emphasizes gathering and analysing information to mitigate terrorist activitiesE] Using THM,
MIS and CT policing thwarted 20 Islamist terrorist plots between 2013 and 2017. This strategy of gathering infor-
mation to infiltrate is applicable to a wide range of organisations from terrorist groups to drug cartels, enabling the
effective disruption of their activities through targeted intelligence gathering. In this chapter we aim to understand
the efficient network structures of such organisations when law enforcement organisation can capture terrorists or
other criminal networks using infiltration. For illustrative purposes we will continue to describe these as terrorist
networks but they include these wider networks of interest to law enforcement.

We ask two main questions in this chapter: Given the presence of infiltration techniques like surveillance and
electronic eavesdropping, how do terrorist organisations structure themselves? How do individual terrorists un-
dertake productive activities within such organisational structures? These questions underscore the complexities
and challenges in the fight against terrorism and organised crime.

While this matter pertains to the extensive body of literature on organisational structure, it does not center on
infiltration, which is the primary focus of our chapter. Some papers discuss the internal efficiency of organisa-
tions, while others focus on external considerations. Baccara and Bar-Isaac (2008) combined both internal and
external efficiencies in a crime setting. Their paper discusses the trade-off between concerns to increase internal
efficiency (sustaining cooperation) against the threat of greater vulnerability to an external threat (increasing the
probability of indirect detection) in an organisation

Our chapter differs from Baccara and Bar-Isaac (2008) in two key aspects. Firstly, we model the importance
of interactions for the purpose of production, while they focus on interactions to enforce cooperation. For ex-
ample, in a terrorist organisation, effective mutual support and resource sharing for production among members
increase individual and total payoffs. Secondly, we determine the efficient network structure based on the prob-
abilities of capturing players (i.e., terrorists) through direct and indirect connections. This is influenced by the
‘precision’ parameter used for targeting and the path length between terrorists, and it is independent of the level
of information exchange. In contrast, Baccara and Bar-Isaac (2008) base their structure on whether detection
depends on cooperation levels. Our approach considers the interconnectedness of terrorists and the associated
capture risks, whereas theirs focuses on cooperation’s impact on detection risks.

Our study seeks to answer the following research questions: What are the effort and utility for each member
of a terrorist network, given a specific structure and the probability of infiltration? Furthermore, what constitutes
an efficient terrorist network structure considering a given probability of infiltration?

In this chapter, we focus on understanding the efficient structure of the terrorist network designed. Terrorist net-
works often design multiple sub-structures, each sub-structure undertakes production cooperatively within those
structures but independent of the other sub-structures. We model this as a terrorist network comprising of ‘N’
terrorists. There exists a head of the network, henceforth referred to as the ‘Leader’, who decides on these sub-
structures of the terrorist network. The leader designs these networks keeping in mind the probability that an
individual terrorist is captured directly or through direct and indirect connections. In our model, we focus on un-
derstanding these sub-structures inside the terrorist network and abstract away from the links between the leader
and the terrorists inside the network. This leader operates from a concealed location, and his communication with
other terrorists is assumed to be undecipherable by law enforcement authorities. He is cognizant of the potential
for infiltration, understanding that law enforcement authorities can randomly target a terrorist through infiltration.
Given this understanding, we model this as an extensive form game which we explain below.

In our chapter we explore the trade-offs terrorist organisations face: increased connectivity yields organisational
benefits but also escalates the costs posed by infiltration. By examining how organisations navigate this balance,
we seek to understand the architecture of efficient networks in the presence of infiltration threats. By an efficient
network, we mean a terrorist organisation that maximizes the sum of utilities of its individual terrorists. We model
this as a Stackelberg structure: the terrorist leader moves first, followed by the individual terrorists. The objective
of the terrorist leader is to decide on the efficient network structure, given the possibility of infiltration. The in-

Ihttps://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/
file/664682/Attacks_in_London_and_Manchester_Open_Report.pdf
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dividual terrorists then choose their effort to maximize their utilities within this network structure. In our model,
the law enforcement authority is not modelled explicitly, instead, their presence is reflected in the utility functions
of the individual terrorists, with each terrorist facing a random chance of being targeted. We solve this game by
backward induction and solve for the Sub-game Perfect Nash Equilibrium (SPNE).

Our results show that if an individual terrorist can be captured through both direct and indirect connections with
probability one if infiltration is successful, the efficient network consists of maximally connected sub-structures
called ‘components’. In the presence of infiltration, there is an optimal degree of separation within an efficient net-
work depending on the probability of infiltration. Additionally, we also explore how structures within the network
fluctuate with changes in infiltration probabilities. Our finding suggests that at low infiltration levels, the terrorist
leader designs a single, complete structure. However, with increased infiltration risk, the network breaks down
into smaller sub-structures. The components designed within these efficient networks can be either symmetric or
asymmetric, depending on the probability of infiltration. For some parameter values, the efficient network consists
only of symmetric components. When punishments in the form of fines are sufficiently high or when the degree
of complementarity is low, we observe the emergence of symmetric components in our chapter. When an individ-
ual terrorist exerts maximal effort, even with high infiltration probability, an efficient network is not necessarily
composed of empty sub-structures. We also conducted a series of comparative static analyses to understand how
individual efforts and utilities vary in response to changes in key factors: the number of neighbours each terrorist
has, the size of the terrorist network, the level of fine each terrorist faces, and the degree of complementarity
between the efforts of terrorists. Our analysis shows that when the marginal cost of capture due to an increase in
neighbours outweighs the marginal benefits from complementarity, the equilibrium effort decreases as the number
of neighbours grows. The effect on equilibrium utilities is ambiguous: if the marginal change in equilibrium effort
is non-positive, the marginal change in equilibrium utility is unambiguously negative. If the marginal change in
equilibrium effort is positive, the effect on utilities remains ambiguous. If equilibrium effort is non-decreasing
with the number of neighbours, the marginal change in complementarity between efforts is positively correlated
with utility. Otherwise, it depends on the relative strength of the marginal benefit and cost. If the marginal change
in equilibrium effort with respect to complementarity is non-positive, the marginal change in utility is negative.
Otherwise, it depends on whether the benefits of increased complementarity outweigh the costs. We will discuss
these comparative statics in more detail later.

Next, we focus on a second formulation where a terrorist can only be captured directly and not through any
of its connections being infiltrated. In this case, the efficient network consists solely of symmetric components. At
the end, we considered the formulation where the probability of capturing a terrorist through direct connections is
higher than through indirect onesE] In this case, non-maximally connected sub-structures may emerge. Here, the
likelihood of capturing a terrorist is inversely proportional to the distance between them and their connections.

Our model demonstrates that within a network, although there is a degree of separation between the sub-structures
but within each sub-structure individual terrorists work closely i.e., they are maximally connected. This pattern is
also observed in the analysis conducted by Krebs (ZOOZ)EI Krebs (2002) uses publicly available data to construct a
partial network map centred around the 19 hijackers. Examining the 9/11 terrorist network, we observe varying de-
grees of connectivity among the terrorists. Some were closely linked, while others had minimal connections. The
19 hijackers were divided into four groups, each responsible for crashing a plane at different locations. Although
unfamiliar with each other before the attacks, they worked seamlessly together. Figure [I]illustrates the network
of the 19 terrorists involved in the 9/11 attack. This is derived from mapping which terrorists were in which flight
and from the sequence of events occurring within each flight which indicated there was close cooperation of the
terrorists within each flight but not across flights. The diagram uses colour-coded blocks to represent the terrorists
associated with each plane. Three planes had five terrorists onboard, while one had four. This suggests that the
terrorists on each plane worked closely together, coordinating tasks such as subduing passengers but did to have
any connections across the different planes. This pattern indicates that terrorists tend to operate in cohesive groups.

Although the primary motivation for this chapter is to analyse efficient terrorist networks and the resultant level of
terrorising activities, the trade-offs and considerations discussed herein are also applicable to industrial espionage,
spread of infections and systematic risk in banking models. Consequently, our findings can offer insights into the
efficient network structure in contexts involving infiltration and other social networks where trust is a key factor in
business proceedings. This will be discussed in more detail in the conclusion. In Section[2] we review the related
literature, followed by the presentation of the general model in Section[3] In this section, we discuss the various
cases of captures through connections. We characterise the equilibrium and do comparative statics of when the

Zpreviously studied by Watts (2001) and Bala and Sanjeev Goyal (2000)
3https://www.aclu.org/sites/default/files/field_document/ACLURM002810.pdf
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Figure 1: Network of 19 hijackers during execution of 9/11 attacks

probability of capture through connections is 1. Finally, Section ] offers conclusions and potential directions for
future research.

2 Related Literature

Our research contributes to the economic theory of networkﬂ the literature on hide-and-seekE] and related secu-
rity games E]by utilising peer effects models (see Durlauf (2004)), with a focus on centralized network design and
defence strategies against the possibility of an attack.

Our chapter specifically focuses on crime, making it essential to review the literature associated to crime eco-
nomics. The individual-level analysis of crime dates back to Becker (1968), who framed crime as an economic
decision-making problem and provided insights into an individual’s optimal response to the expected penalty of
committing crime. The subsequent literature does not focus on how crime is committed when criminals work
with their accomplices as a group and how such networks can be deterredE] Papers by Sarnecki (2001) and Warr
(2002) suggest crime often originates within social networks, with criminals frequently having accomplices. In
economics, studies like Glaeser, Sacerdote, and Scheinkman (1996) propose that crime-prone neighbourhoods can
induce individuals to commit more crimes. Case and Katz (1991) found a ten percent increase in neighbourhood
juvenile crime rate leads to a 2.3 percent increase in individual delinquency. According to Calvo-Armengol and
Zenou (2004), delinquents engage in competition with each other in criminal activities but also derive benefits
from having friendships with other criminals. These connections enable them to learn and acquire valuable know-
how within the criminal domain. Our chapter also focuses how the marginal utility of an individual’s action is
influenced by the average level of that action taken by their peers.

4Network theory examines network formation, optimal structures, and the performance of social and economic networks under various
conditions; see e.g., Vega-Redondo (2007); Jackson et al. (2008); Sanjeev Goyal (2012); Sanjeev Goyal (2023); Allen and Babus (2009);
Cabrales, Gale, and Gottardi (2016).

SThe first paper on hide-and-seek games was by Von Neumann (1953). Interestingly, the value of this ‘hide-and-seek game’ on a fixed
arbitrary network can be computed using fractional graph theory, as shown by D. Fisher (1991).

The literature on security explores the optimal allocation of limited security resources—such as guards or cybersecurity measures—to
protect assets against threats (see e.g, Sinha et al. (2018)), Kiekintveld et al. (2009) and Sanjeev Goyal and Vigier (2014)).

7See Ehrlich (1975); Ehrlich (1996); Heineke (1978); Brown and Reynolds (1973); Allingham and Sandmo (1972)



Notably, the works by Ballester, Calvé-Armengol, and Zenou (2006) and Ballester, Zenou, and Calvé-Armengol
(2010), examines finite population non-cooperative games with linear-quadratic utilities, interpreting them as net-
work games where each player’s Nash equilibrium action is linked to her Bonacich centrality. It also analyses how
aggregate equilibrium behavior varies with network size and density and introduces a policy for identifying and
targeting the ‘key-player’ and ‘key-group’ whose removal optimally impacts aggregate activity. Their findings,
when applied to the realm of crime, suggest that both a direct and an indirect effect on crime reduction. The in-
sights gleaned from these papers can be considered as effective deterrence strategies when dealing with criminals
operating as a cohesive group. Based on Ballester, Calvo-Armengol, and Zenou (2006) framework, we developed
a model to study the efficient structure of terrorist networks in the presence of infiltration. In contrast to property
crimes, these organisations are sometimes driven by non-profit motives, such as religious extremism, political
ideology, or social and economic grievances. One can thus think of a leader who shares this ideology trying to
maximize the sum of utilities of the members. Terrorist networks, being vulnerable to infiltration, give rise to vari-
ous structures within the network. [ﬂ Although these various structures function independently, the terrorists within
each structure complement each other’s roles (see e.g., Schorkopf (2003) and Baccara and Bar-Isaac (2008))) For
instance, some members may specialise in bomb-making, others arrange resources, some know the right hideouts
and some focus on attack preparations. This interdependence in their production and planning process creates a
scenario where their efforts enhance each other’s utility through collaboration. Our model suggests that different
levels of infiltration, followed by appropriate punishment upon capture, can induce changes in the structure of a
terrorist network. The connectivity within the structures and the number of structures varies depending on the
probability of capture through direct and indirect connections. Understanding these structures is crucial for law
enforcement authorities as it enables them to allocate their resources effectively, thereby enhancing their ability to
combat crime more efficiently in the future.

Previous literature on centralized network design and defence often assumes homogeneity among nodes(see e.g.,
Bloch, Dutta, and Dziubifiski (2020); Chen, Touati, and Zhu (2019); Gueye, Walrand, and Anantharam (2012)).
Goyal et al. (2013)) analysed a two-stage game where a designer selects and protects a network, and an attacker then
targets nodes. They showed that optimal network formation varies with defence costs, favouring sparse networks
when defence is affordable. Sanjeev Goyal and Vigier (2014) found that a centrally-protected star network often
maximizes the designer’s payoff. Cerdeiro, Dziubifiski, and Sanjeev Goyal (2017} further explored decentralized
defence, highlighting potential inefficiencies in security investment under this model. Stupak (2023) extends the
literature on centralized network design and defence in three key directions: (1) by introducing heterogeneous
vertices valued according to their degree centrality—the number of immediate neighbours a vertex has, (2) by
modeling the simultaneous distribution of attacking and defensive resources by the Defender and Attacker and (3)
by considering an adversary whose goal is to extract value from the network rather than merely disrupt it. They
confirms that a centrally-protected star is the most secure formation, it also shows that it is the least efficient,
appearing in equilibrium only when the cost of a single link is sufficiently high.

Drawing on prior research, our study makes three key contributions to network security models. In our chap-
ter, we further extend the literature on centralized network design and defence by incorporating the Ballester,
Calvo-Armengol, and Zenou (2006) framework. Unlike previous studies on defence, our chapter does not involve
the allocation of defensive resources by the designer (referred to as the leader). Instead, the designer designs the
network structure such that individual nodes (referred to as terrorists) work closely within a substructure, while
maintaining separation between each substructures. Specifically, we introduce decision-making by individual ter-
rorists for production activities within a substructure. The attacker in our model (referred to as law enforcement
authorities) randomly targets a terrorist for capture. The number of terrorists captured through the links of the
targeted terrorist is determined by the targeting technology. As in the existing literature, the attacker’s objective is
to disrupt the network. The designer, on the other hand, designs the network structure with the assumption of an
external threat. We consider three distinct cases in our analysis. In the first case, the probability of capture through
connections is 1. In the second case, the probability of capture through connections is 0. Finally, in the third case,
we examine the case where there are unequal probabilities of capture through direct and indirect connections.

Our game is a variant of the hide-and-seek game, extensively studied in economics and computer science (see
e.g., Bloch, Dutta, and Dziubiniski (2020); Crawford and Iriberri (2007); Dziubinski and Roy (2018); David C
Fisher (2002); Waniek, Michalak, Rahwan, et al. (2017)); Waniek, Michalak, Wooldridge, et al. (2018))). Originat-

8The survey of non-judicial publications on terrorism suggests a shift in the characteristics of modern terrorism, marked by new actors,
means, and ideologies, particularly the heightened role of religious fundamentalism. Fundamentalists, view the world as an eternal struggle
between good and evil. Furthermore, the terrorist are now organized into small, durable cells within networks, making it more difficult for
law-enforcement authorities to combat these organisations. https://www.ojp.gov/pdffilesl/nij/grants/208551.pdf
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ing from Von Neumann (1953), these games have applications in security and auditing. While previous studies
like Dziubinski and Roy (2018), Waniek, Michalak, Rahwan, et al. (2017) and Waniek, Michalak, Wooldridge,
et al. (2018)) focused on exogenously defined resources and non-strategic seeker responses, our approach builds on
Stupak (2023), where the seeker (attacker) randomly selects a node to attack. However, in our model, the attack
is non-strategic. Here, an individual node can be vulnerable both directly and through indirect connections, with
vulnerability determined by exogenous probabilities of successful infiltration. The hider, aware of these vulnera-
bilities, designs the network structure accordingly. Within this structure, individual nodes maximize their payoffs
by selecting optimal actions. Our focus is not only on network design but also on individual node decision-making
within the designed network.

In addition to other strands of literature, our chapter relates to the financial contagion literature. Early models
of counterparty risk, such as Rochet and Tirole (1996) and Allen and Gale (2000) explore the behaviour of banks
and depositors. For instance, Allen and Gale (2000) analyses banks facing liquidity shocks, similar to the prob-
ability of infiltration in our model. To mitigate these shocks, banks can exchange deposits ex-ante. More recent
studies (see e.g., Blume et al. (2013)); Elliott, Golub, and Jackson (2014)); Acemoglu, Ozdaglar, and Tahbaz-Salehi
(2015)) examine interdependencies between banks, such as lending and liquidity provision, which can help dis-
tribute shocks and reduce the likelihood of individual failures. However, large shocks can still cause failures, with
interdependencies transmitting the impact more widely. The extent of contagion depends on the model and the
types of contracts between institutions. Our chapter is closely related to Cabrales, Gottardi, and Vega-Redondo
(2017), who study optimal financial structures to minimize bank defaults. However, our research differs in three
key ways: (1) we analyse the decision-making processes of individual terrorists within a pre-designed network
structure designed by a terrorist leader, (2) we explore various cases of capture probability through direct and
indirect connections, influenced by both law enforcement’s targeting parameter values and the network’s design
and (3) we focus on a production network, examining contagion in a criminological context. Further details of the
model and results are discussed in the next section.

3 Model
3.1 Network

There are n > 3 terrorists in the model. The terrorist network G is the pair (N, £) consisting of a set of terrorists
N = {1,2,.....n} and a set of links £ C N? between them. Terrorists ¢ and j are connected by a link if and
only if (ij) € £. The neighbourhood of a terrorist ¢ € N is represented by the set N; = {j € N : (ij) € £}.
The degree d;, gives the number of neighbours of terrorist ¢ € N, i.e., d; = |N;|. The terrorist network is
undirected (V{7,5} : (ij) € £ & (ji) € &) and reflexive (Vi : (i4) € &), implying the connections between
terrorists are mutual and terrorists can have self-loops. Let, P/ be a path from terrorist i to j defined as a sequence
of distinct links (i142), (i2i3), ....(i—1%¢) such that (ixir41) € £ foreach k € {1,...,t — 1} with 4; = i and
it = j. The length of the path P/ is defined as the number of links in the path, denoted by L(P/). The distance
d(i,j) between terrorists ¢ and j is defined as the minimum length of all paths from ¢ to j. Formally, d(i,j) =
min{L(P/) | P! = (i1,i2,...,0t), i1 = 4, iy = J, (ig,ixp1) € EVE € {1,2,...,t — 1}}EI The sequence
(i1,12,...,1;) defines a valid path, with ¢; = ¢ and i; = j, and the edge condition (i, ir+1) € & ensures that
each consecutive pair of vertices is connected by an edge in £. The set of terrorists that has a path with terrorist
i is denoted as M; = {j € N : d(i,j) # oo}. The number of all path-connected terrorists of terrorist i € N is
denoted by m;, where m; = |M;|.Component is a subset C'(G) C N that is maximally connected; that is, it is,
itself, connected and no C'(G’) 2 C(G) is also connected

3.2 Individual Choices

3.2.1 Terrorists

Terrorist ¢ € N choose an effort e; € [0, B], with B < oo, for conducting terrorist activities. These terrorists
are both self-sufficient (g;; = 1) as well as collaborate closely with their neighbours in the production process,
and as a result, the outcome of each terrorist’s output depends not only on their effort but also on the combined
efforts with their neighbouring terrorists. Similar to Ballester, Calv-Armengol, and Zenou (2006)), producing
output collaboratively indicates ‘strategic complements’, where the effort of terrorist j positively influences the
output of terrorist 7 when there is a link between ¢ and j i.e., g;; = 1. The degree of this complementarity between

91f no path exists between terrorist ¢ and j, then the d(i, 7) = oo, see Jackson et al. (2008).
10See Cabrales, Gottardi, and Vega-Redondo (2017).



the efforts of terrorists is denoted by 5 > 0. Since terrorists operate interdependently, they may be linked to
one another within the network. In our chapter, we account for various possible cases on how a terrorist can be
targeted.

3.2.2 Leader

The leader of the organisation holds the authority to decide the efficient network structure and operates from a
concealed position and is not reflected in the terrorist network. In our model the leader is assumed to have an
objective function that maximises the sum of utilities of members of the network. The leader is well aware of
the possibility of infiltration and, accordingly, makes decisions regarding the network structure. This includes
determining both the internal connectivity within a component and the degree of separation between different
sub-structures.

3.2.3 Law Enforcement Authorities

The law enforcement authorities does not know the terrorist network structure. Although they are not explicitly
modelled, they play a role in the expected payoff function of the terrorists and, consequently, in the decision-
making process of the leader. Due to the unknown network structure, the authorities resort to random targeting
of terrorists and attempt to gather evidence against them. We explain the general scenario. A terrorist denoted as

) ] . A §409) 41 L . :
i can be targeted with probability 2izs dp)zoe . This implies that out of the n possible terrorists, some

terrorist ¢, is randomly targeted for infiltration, resulting in a targeting probability of % However, terrorist ¢ can

also be targeted through its path-connected members depending on targeting technology 6 € [0, 1], therefore the

i, dii)zes 04 +1
n

probability of targeting a terrorist is not just % but . The probability of successful infiltration
is denoted as p € [0, 1]. This can be interpreted as the likelihood of obtaining hard evidence against the terrorist
after they have been randomly targeted. The probability of successful infiltration and the probability of terrorist %
being targeted are considered independent events in the model. When terrorist ¢ is targeted and the infiltration is
successful, they incur a negative payoff referred to as ‘fine’ denoted by f, where f € (0, c0).

3.3 Time-line
The game takes place sequentially and the timeline is as follows,
* At T=1, The leader decides on the network structureE]

e At, T=2, Individual terrorists choose efforts and maximize their own utilities given the network structure.
level,

* At, T=3, The law enforcement authorities target a terrorist at random for capture.
* At, T=4, Payoffs are realised.

We analyse the above game in the next section.

3.4 Payoffs

All payoffs are realized at the end of the game. We adapted the model of Ballester, Calvé-Armengol, and Zenou
(2006). The utility function for terrorist ¢ € N is denoted as follows,

ik, d(ingyoe 000 +1 S it dtiiyee 03 +1
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jEN
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Now we will delve into a detailed explanation of the right-hand side (R.H.S) of equation[I} The R.H.S comprises

four terms, each representing a specific aspect of the utility function of terrorist i: The first term denotes the payoff
Z’#J‘, d(i,j)# oo §403) 41
n

for terrorist ¢ when, with a probability of , he was targeted, but the infiltration failed with a
probability of 1 — p. In this scenario, the terrorist produces an output, which is influenced by both their own effort

keeping in mind the probability of infiltration



and the joint efforts made in conjunction with their neighboursE] The second term signifies the payoff scenario in
which the terrorist was targeted, and the infiltration was successful, resulting in a negative payoff of f. The third
term represents the payoff when the terrorist was not targeted. This term is independent of the probability of in-
filtration. The output remains a combination of the terrorist’s individual effort and the collaborative contributions
of their neighbours. Lastly, the final term highlights the disutility of effort. To summarise, the R.H.S of equation
1.1 represents a model that considers various factors affecting terrorists actions and payoffs. It accounts for suc-
cessful and unsuccessful law enforcement attempts, the collaboration between terrorists and their neighbours, the
potential consequences of being caught, and the inherent cost and difficulty of engaging in terrorist activities.

Terrorists maximize their individual utilities by choosing their effort level given a network design. The leader
of the terrorist network, who operates from a hidden position and whose communication is encrypte then de-
cides on the network structure given the probability of infiltration. The leader must decide both on the internal
connectivity of components and the optimal degree of each component beyond which it is efficient to separate the
components. The total welfare, denoted by W, is the summation of the utilities of individual terrorists. For a given
p, the efficient terrorist network structure is the structure with maximized joint payoffs. The welfare function is
defined as follows:

W = ; 2
mgax ;uz 2)

Moreover, the leader’s decision problem revolves around deciding on a network structure that maximizes the
collective utilities of the terrorists while minimising the cost of infiltration and disruption by law enforcement
authorities. This approach ensures that terrorists operate as efficiently and covertly as possible, working together
to achieve their objectives while evading detection and maximizing their individual utilities. The careful balance
of network connectivity and the optimization of component degrees contribute to the creation of an effective and
resilient terrorist network under the leader’s direction.

For tractability reasons, we will focus for now on the scenario where the targeting technology parameter § = 1.
This setting signifies that a terrorist can be targeted both directly and through all path-connected terrorists with
certainty, i.e., with probability 1. Subsequently, in our chapter, we delve into scenarios where § = 0 and § € (0, 1)
and examine the efficient network structures associated with different levels of infiltration.

3.5 Case 1: Probability of Capture through connections is One

With the targeting technology parameter § = 1 the utility of individual terrorist ¢ can be written as,

m; + 1
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JEN
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Note the leader welfare function is represented by equation[2} We denote the above game, asT' = (N, (e;)ien, (ui(E, G)ien)),
where E = X ;- nye;. We solve the game using backward induction.

Before we proceed to the existence of a Nash Equilibrium, we rearrange the utility function of terrorist ¢ as,

n

n

1
u;=(1-p Jei(1+ 8 Z 9ij€j) — P f— 5612 C))

JEN
for the convenience of demonstrating the existence of the Nash equilibrium in the strategic game.

Lemma 1: The game I' admits a Nash equilibrium, if the following conditions for each terrorist « € N are
satisfied,

* ¢; is a nonempty compact and convex subset of the Euclidean space.

e 1w, is continuous in e_;.

121n essence, the terrorist exerts some effort on their own for production or planning, and there is additional collaborative input from their
connected neighbours.
13This is not explicitly modelled but assumed to justify why the leader is never captured.



e wu,; is continuous and concave in e;,

Proof of Lemma 1: See the detailed proof in Appendix We used Debreu-Fan-Glicksberg Theorem []E] to
show the existence of the equilibrium.

In a network, if any two terrorists are connected by a path, they share the same set of path-connected terrorists
excluding the end node. When we examine the cardinality of these sets, we find that the number of path-connected
terrorists is the same for both individuals. The cardinality solely considers the size or magnitude of the sets in a
network. Therefore, regardless of which terrorist pair we consider, as long as there is a path connecting them, the
number of path-connected terrorists will be the same. This observation highlights the symmetric aspect of indirect
connections when any two terrorists are involved through the paths.

Lemma 2: For all ¢ # ¢ € N, if a path P/ exists between terrorist ¢ and ¢, then they have the same number
of path-connected terrorists, i.e., m; = M.

Proof of Lemma 2: Refer to Appendix We explain the intuition here below, with the help of an exam-
ple.

Example 1: Consider two triads connected by a line as represented by Figure[2] Now, consider terrorist 2 and ter-
rorist 5 where a path Py exists. The set of path-connected terrorists of terrorist 2 is denoted as My = {3,1,5,6,4},
and the set of path-connected terrorists of terrorist 5 is denoted as Ms = {3,2,1,6,4}. We observe that
My N M5 = {1,3,6,4}, and the only elements different in the sets are the nodes itself i.e., 2 in M5 and 5 in
M. However, when we look at the cardinality of the sets, then mg = |Ma| = |Ms| = ms. Therefore, it can
be said that when a path connects two terrorists, although the sets themselves are different, they have the same
number of path-connected terrorists, i.e., the cardinality is the same. Generalizing to all i # g € N, we explain
Lemma 2.

Figure 2: Two Connected Triads

In the presence of infiltration, the leader of the organisation design components (sub-networks) within the network.
These components can vary from being a single complete structure to all empty sub-structures. However, specific
properties of these components emerge due to certain conditions in our model. In this case, we have mentioned the
use of targeting technology = 1, that ensures if one terrorist is targeted, all the terrorists path-connected to them
are also targetedE] This assumption enables law enforcement authorities to target terrorists not only directly but
also through the targeting of their path-connected members with probability 1. Using this property, law enforce-
ment can effectively disrupt the network operations. In Proposition 1, below we will elaborate on the connectivity
in a network structure as a consequence of the assumption of the model.

Proposition 1: An efficient network is composed of components C(G), where d; = m; where d; is the degree of
1 and m; is the cardinality of path-connected members of 4.

14See Debreu (1952), Fan (1952), and Glicksberg (1952).
15 Alternatively, this can be explained as a terrorist being targeted directly and through all of their path-connected terrorists.



Figure 3: Complete Component Figure 4: Line Component

Proof of Proposition 1: Please refer to Appendix [A.3]for the proof.

This result highlights the strategic behaviour of the leader in designing maximally connected sub-structures i.e.,
components within the terrorist network. Within the designed component, individual terrorists maximize their
own utilities by choosing their effort level for their illegal activities.

Discussion: To explain the rationale, we present two Figures (3] and [4)), and use a proof by contradiction to
demonstrate why Figure [3|represents the efficient network, as opposed to Figure ]

Suppose the scenario where Figure 4] is regarded as the efficient network. In this case, terrorist 1 can be tar-
geted in four different ways. They can be directly targeted, or through targeting terrorists 2, 3, and 4, as terrorist
1 is path-connected to all three of them. However, terrorist 1 receives benefits only from their direct connection,
which, in this case, is terrorist 2. Now, if the leader had designed the network differently, such that terrorist 1 is
connected to both terrorists 2 and 3, 1’s benefits would have increased due to the additional neighbour, terrorist
3, while the risk of infiltration remains unchanged. Similarly, following the addition of a link with terrorist 3, if
the leader had designed further a new structure structure where a link is present between terrorist 1 and terrorist 4,
then terrorist 1’s benefits would have been further enhanced while the cost from infiltration remains unchanged.
The same intuition applies to other terrorists in the network. Having a terrorist located outside the direct neigh-
bourhood but still within the component of the said terrorist only raises the cost of capture through infiltration.
Thus, it is rational from the leader’s point of view that in a component, all terrorists will have only neighbours and
no non-neighbours, i.e., there will be no terrorist located outside the direct neighbourhood of any terrorist. This
observation indicates that Figure [Z_f] cannot be the efficient network. Therefore, we can conclude that in efficient
networks, terrorists are maximally connected within their components. Thus, Figure [] represents the efficient
network.

By ensuring maximal connectivity within the components, the leader of the organisation efficiently designs the
network structure to enhance benefits and reduce risks.

Lemma 3: Terrorists in a component have the same degree.

Proof of Lemma 3: From Lemma 2, we have shown that if a path P exists between terrorist ¢ and ¢, then
they share the same number of path-connected terrorists, denoted as m; = m,. Additionally, Proposition 1 indi-
cates that due to § = 1, targeting a terrorist leads to the capture of all their path-connected terrorists if infiltration
is successful. From the perspective of the leader, it is efficient to be maximally connected within a component, as
this allows for the most complete utilisation of connections. As a direct consequence of proposition 1, for every
terrorist in the network, the number of path-connected terrorists is equal to the number of neighbours, denoted as
m; = d;. Otherwise, the benefits from connections would not be maximized, while cost from infiltration pmj—fl,

are identical in both situations where m; > d; and m; = d;.
Combining Lemma 2 and Proposition 1, we deduce that d; = d,. Looking at Figure 3| above, we can observe

that all terrorists have the same degree inside the component. This implies that the terrorists in the efficient
network, represented by Figure[3] are equally and maximally connected i.e., have components.
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3.5.1 Equilibrium Characterization

Lemma 4: Terrorists in a component have same cardinality of path-connected terrorists and same degrees i.e.,
We formally combine, Proposition 1, Lemma 2 and 3 and present in Lemma 4. This emphasises the impor-
tance of the leader’s decision-making regarding the maximal connectivity within a sub-structure (or structure) to

design an efficient terrorist network.

Now we formalise the equilibrium characterisation of the model. Revisiting equation 4 for convenience,

uz:(l—p )e¢<1+5zgm‘ey‘)—:0 f=5e
n JEN n 2

Using Lemma 4, equation 4 can be written as,

w; = (1—pa_;1>ei(1+ﬂaej)—pa%1f—le? 5)

Assuming an interior solution, we maximize u; with respect e; and set it equal to 0:

861 B

Ou; (1 — pdj;1> (1+ Bde;) — e; =0 (6)

The F.O.C. of equation [6]can be re-written as,
d+1 -
e = (1 - pi) (1 + 5de;) %)
n

From Lemma 4, we know m; = m; = d; = d; = d, therefore we can say it is an isomorphic decision problem
and hence we are focusing on symmetric equilibrium, where e; = e; =€V i # j € C(G).
Plugging e; = e; = € in equation[7 we can write, the interior equilibrium efforts as,

g nopd+l) ®)
n— Bdn —p(d+1)]

Plugging equilibrium efforts e* from equation in equation [5| we get the interior equilibrium utilities as,

pf €))

— 1( n—p(d+1) ))2_d:1

" 2\n— Bdn + pBd(d+ 1
Proposition 2: There exists an interior Nash Equilibrium to the strategic game I'.

For proving proposition 2 we need to prove the following Lemmas,
* The strategic form game I" admits a Nash Equilibrium.
* There is an interior solution to the strategic game

The existence of the game I is proved using Debreu-Fan-Glicksberg Theorem. Refer to Lemma 1 in Appendix

Al
Lemma 5: There is an interior solution to the strategic game I'.

Proof of Lemma 5: Revisiting equation 8] we have:

= _ n—pld+1)
n— Bl — p(d+ 1)

To ensure that the denominator n — Bd[n — p(d + 1)] > 0, we restrict the degree of complementarity between

terrorist’s efforts 5 € (O, ﬁ), ensuring that e* remains finite. Henceforth in this chaper, we focus on 8 €

11



(0, ﬁ) to do our analysis. Now, consider the scenario where individual terrorists exert zero effort. In this case,
equation [5|becomes,

ny (10)
With equation |10 confirming u; < 0;V¢ € N, it can be deduced that terrorists will exert strictly positive effort
ie., e >> 0. We considered n > 3 in our model, to rule out non-trivial component structure transition. Thus,

provided the parameters 3, p and n > 3, if e* < B < oo, an interior solution to the game I" is feasible.

U; =

Nevertheless, it is important to note that the strategic game can also give rise to a corner solution. A compre-
hensive overview of the equilibrium individual efforts, utilities, and the overall welfare of the network structure
can be summarised through the following corollaries.

Corollary 1: Terrorists maximally connected in a component have the following equilibrium efforts and utili-
ties,

= {n;z[:(i;?m] ifer <B

B otherwise

1 n—p(d+1) ? (41 B (b
= S (i) (% )ef ifer < B

(1— pgnil)B(l + BdB) — (%)pf — 3B? otherwise
Proof of Corollary 1: The calculations are shown in the Appendix[A.4]

Referring to equation [§] and equation [9] we determine the interior equilibrium efforts and utilities. The equi-
librium can also admit a corner solution when e* = B. Similarly, the equilibrium utilities involving a corner
solution, can be represented as u* = (1 — p%)B (1+ BdB) — (dy—tl) pf — 3 B2, as provided by equation
The utility equilibrium at a given corner is negatively influenced by the probability of infiltration, the number of
neighbours for each terrorist, and the fine faced upon capture, assuming all other parameters remain constant. On
the other hand, it is directly proportional to the total size of the terrorist organisation.

Before delving into the comparative statics of the equilibrium conditions, directing our attention to the network’s
welfare becomes crucial. Examining welfare is of paramount importance as it offers insights into the network

structures that emerge in respond to various levels of infiltration.

Corollary 2: The equilibrium welfare for the efficient network can be written as follows,

- 2 .
K (5= 1 n—p(dx+1) _ [ det1 e Tx
2op= (i +1 2(n—@n+pzﬂ@+1)) ( n )pf} ifer < B

W — ok 1)) "
Zszl di +1)|(1— p%)B(l + fdiB) — (%)pf - %BZ] otherwise

(12)

dy, is the degree of each terrorist in component k. Since all terrorists in a component have the same degree, it is
denoted by an d. K is the total number of components in an efficient Network. If dj, = d Vk, then components are
symmetric and welfare can be written as,

_ 2
n n—p(d+1) = P ey
=2 (n—BEn+pBE(E+1)) —(d+1)pf ife*x < B

n(l - p%)B(l + BdB) — (d+ 1)pf — 2B? otherwise

13)

Proof of Corollary 2: The mathematical proof is shown in Appendix

The welfare of an efficient network can be determined by substituting the equilibrium utilities from equation
in terrorist leader problem i.e., equation [2| Upon examining these equilibrium welfare values, the leader de-
signs the efficient network for a given probability of infiltration.

However, we focus on efficient networks, a common question emerges — whether the components within any
efficient network exhibit symmetry or asymmetry. While equation [T2] outlines the general welfare equation of an
efficient network, equation[I3]addresses the specific case of an efficient network with symmetric components. The
subsequent section will delve into this topic, explaining that the presence of symmetric or asymmetric components

12



in an efficient network depends on the probability of infiltration, the degree of complementarity between terrorists
efforts, fine and organisation size.

Characterisation of the Shapes and Sizes of Components: The efficient network may have symmetric or asym-
metric components, depending on the value of p, n, 5 and f. We will demonstrate this, with the help of few
examples.

Example 1: Consider a network comprising of 6 terrorists. In this context, the degree of complementarity charac-
terising the synergy between the terrorist’s efforts is denoted as 8 = 0.19, while the imposed fine is set at f = 2.
The primary objective of this example is to highlight the potential for efficient networks to exhibit either symmet-
ric or asymmetric components. To this end, two specific efficient network designs are of interest: one featuring
all 6 terrorists in a complete component, and the other involving a configuration where 5 terrorists are in fully
connected while one terrorist remains isolated.

Although various other efficient network arrangements are possible, it is worth noting that the leader of the or-
ganisation designs the network that yields the highest welfare for a given probability of infiltration. This decision
ensures that the organisation’s leader aims to maximize the network’s overall efficiency while considering the
potential risks associated with infiltration.

XTI e

Figure 5: S.C. Efficient Network

Figure 6: A.C. Efficient Network

The analysis was particularly focused on two levels of infiltration probability, specifically p = 0.38 and p = 0.39.
The results revealed that at the infiltration probability of p = 0.38, the efficient network, depicted as Figure [5]
showcases a single symmetric component. Conversely, at an infiltration probability of p = 0.39, the efficient
network, illustrated as Figure [6] features asymmetric components. Notably, at this higher infiltration probability
of p = 0.39, the leader opts to partition the network into two distinct components. This strategic decision is
motivated by the intention to minimise the impact of infiltration-related costs.

As previously discussed in the chapter, the apprehension of terrorists leads to the capture of their path-connected
terrorists. Consequently, as the level of infiltration probability escalates, these associated costs also increase grad-
ually. In this context, the division of the network into separate components emerges as one among several efficient
strategies to enhance the network’s resilience against such escalating costs.

13
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The scenario outlined in example 1 can be effectively depicted using figure[7] This visual aid captures the dynamic
shift in the efficient network’s structure — a transition occurring from a complete component consisting of all 6 ter-
rorists to a new configuration featuring a complete component involving only 5 terrorists, with an accompanying
empty component. This transition occurs within a specific range of infiltration probability, specifically between
the values of 0.38 and 0.39. Within this range, the organisation’s leader is tasked with making a strategic decision.
The leader designs one of these two efficient network configurations based on a comparative assessment of their
respective welfare values. The ultimate choice hinges upon identifying which among the two efficient networks
offers greater welfare, given the specified parametric values.

Example 2: In a manner akin to example 1, a comparative analysis is conducted across four distinct efficient

networks, considering varying values of the parameter p. The specific values chosen for this analysis are § = 0.12
and f = 1.

(D ©

Figure 8: S.C. Efficient Network

Figure 9: A.C. Efficient Network

16[4][1]C-[2][1]B reads as 4 nodes comprising 1 complete component and 2 nodes comprising of 1 binary component.
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Figure 10: A.C. Efficient Network Figure 11: S.C. Efficient Network

Now consider a specific infiltration probability of p = 0.29. At this particular infiltration level, the efficient
network that maximizes welfare is the one depicted in Figure [§] Upon increasing the infiltration probability by
an increment of 0.1, a significant shift is observed in the nature of the efficient network. This transition is evident
as the network transforms from having symmetric components, as shown in Figure 8] to possessing asymmetric
components, which is represented in Figure[d] Continuing this analysis, at a slightly higher infiltration probability
of p = 0.31, the efficient network maintains its configuration with asymmetric components. However, the relative
sizes of these components experience alteration, leading to the arrangement depicted in Figure[I0} Subsequently,
when the infiltration probability reaches p = 0.32, a noteworthy change occurs. The efficient network undergoes
disintegration, resulting in empty networks as illustrated in Figure [[T] Consequently, the network once again
exhibits symmetric components due to this breakdown.

Efficient Network Structure vs p
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Figure 12: Transition of efficient Network with variationof pat 8 = 0.12and f =1

The sequence of network transitions is visually depicted in the figure[T2]above. The corresponding welfare values
associated with Figures 8|9} [I0] and [TT]are as follows: 2.85, 2.58, 2.44, and 2.37. Crucially, the leader of the or-
ganisation strategically design these specific network structures at different values of p, as indicated earlier. This
decision is rooted in the fact that these chosen network configurations offer the highest possible welfare for the
respective values of p.

So far, we have shown that efficient network may comprise of both sysmmetric and asymmetric components
for small network size. However, in Example 3 we show this for larger network size.

Example 3: Our analysis is for a network size of n = 100. Due to the impracticality of comparing all possible
network structures individually, particularly with larger network sizes, we aimed to discern the optimal component
size for the given n = 100. In our investigation, we set parameters § = 0.01 and f = 1. We systematically varied
p from 0 to 1 with increments of 0.01 and similarly varied d with increments of 1. Our objective was to determine,
for each p value, the d that gives the maximum utility u for a terrorist i. We observed that for p € [0,0.36], the
u; is maximized when d equals 99, indicating the efficient network structure is comprised of a single complete
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component. However, for p € [0.37,0.49], the efficient network comprises of asymmetric components. Notably,
the optimal d is no longer 99 but begins to decrease, suggesting an inverse relationship between d and p. Finally,
for p € [0.5, 1], the efficient network once again comprises of symmetric components, specifically, empty sub-
structures are designed. Refer to the Table in Appendix [B.1]

We now demonstrate that efficient networks is composed of symmetric components for some parameter values
of fine.

Example 4: Our analysis focused on a network size of n = 100. As mentioned earlier, comparing all possi-
ble network structures individually is not feasible, especially with larger network sizes. Therefore, we aimed to
discern the optimal neighbours for a terrorist for the given n = 100. In our investigation, we set the parameters
= 0.01 and f = 4. We systematically varied p from 0 to 1 with increments of 0.001 and similarly varied d with
increments of 1. Our objective was to determine, for each p value, the d that gives the maximum utility » for a
terrorist s.

We observed that for p € [0,0.338], the u; is maximized when d equals 99, indicating that each terrorist’s utility
is highest when the efficient network structure is a single complete component. Therefore, it is in the best inter-
est of the leader to design an efficient network with a single complete component. However, for p € [0.339, 1],
the optimal d is no longer 99 but drops down to 0. In this scenario, the efficient network comprises symmetric
components, specifically, empty sub-structures are designed. In this case, no efficient networks are designed with
asymmetric components.Refer to the Table in Appendix

Note that in the Table of Appendix [B.2] we show a small range of p, where the transition from a single complete
component to empty components occurs. We omitted the p values outside this range because for p € [0, 0.328],
the efficient network is always a single complete component, and for p € [0.347, 1], the efficient network is always
designed of only empty components.

Example 5: For 5 = 0, the efficient network is comprised of symmetric components.

For 3 = 0, the utility of an individual terrorist ¢ can be written as below,

1 n—p(d+1) 2 d+1
“"15(11—58(5—;%1))) (5 e

- 1(n—p(3+1))2_<3+1

n n

: Jof (14)

From the above equation 14| we see that u; has an inverse relationship with d for p € (0, 1]. Hence, the efficient
network is composed of only empty components. Therefore we can say the efficient network will be designed of
symmetric components.

Now, we aim to explore the range of values for p where the network transitions from a single, fully-connected
structure (i.e., component) to efficient networks with component sizes strictly smaller than a single complete
component, yet strictly larger than empty components, and eventually to efficient networks composed entirely of
empty components. Two threshold values of p, p* and p**, were obtained. Specifically, Vp € [0, p*], the efficient
network consists of a single component. Conversely, Vp € [p**, 1], the network is designed with only empty
components. Between these bounds, i.e., Vp € (p*, p**), various other efficient network designs may emerge. We
will discuss this now with the help of some lemmas and propositions.

Lemma 6A: At p = 0, the efficient network structure is a complete component.

Proof of Lemma 6A: After substituting p = 0, in the interior equilibrium utility represented by equation [9]
we get the following equation below,
—_ 1 1 2
F_ 15
T ( ) (13)

1—pd
Upon examining the individual interior equilibrium utility, it becomes evident that a positive relationship exists
between the utility and the number of neighbours a terrorist possesses. Consequently, when considering a degree
denoted as d’, where d’ < n — 1 (with n representing the total number of terrorists), the resulting utility is lower
than that derived from the utility equation ie,u <u’.
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Similarly, by substituting p = 0 into the corner equilibrium utility, as described in equation we obtain the
following equation:

— — 1

u* = B(1+ BdB) — 5132 (16)
As evident from the above equation, when we set d = n — 1, the value of ©* is maximum.
This analysis prompts the conclusion that when the infiltration probability is set at p = 0, the optimal course
of action for the leader is to design a single complete component as the efficient network.

Lemma 6B: At p = 1, the efficient network may not always comprise empty components.

1. When efforts exerted are non-maximal, the efficient network is always comprised of empty components at
p=1.

2. When efforts exerted are maximal, the efficient network is comprised of empty components if e = B < B*,
otherwise, it may be composed of some non-empty components.

Proof of Lemma 6B: At p = 1, the equilibrium utility can be written as,

w =

1( n—(d+1) )2_E+1f (17)

2 n — Bdn + Bd(d + 1)

n
Differentiating equation with respect to d and simplifying we get,

{ —n+ B(n—d—1)2
od  n—Bdn+ Bd(d+1)L(n— Bdn+ Bd(d+1))2
Given that the degree of complementarity between terrorist’s efforts, denoted as /3, is constrained by an upper limit
of ﬁ, it follows that the term —n + 3(n — d — 1)? is inherently negative. As a result, % < 0, which signifies

that when p = 1, the leader of the organisation deems it advantageous to design empty components inside the
network

o n—(d+1) 73]0
d n

We will now demonstrate that similar empty components also arise in the corner utility function, when certain
conditions on the corner effort are met. When setting p = 1 for the corner utility, the equation can be expressed as

follows: u* = (1 — %) B(1+ 3dB) — %f — %32. Now, at p = 1, the utility associated with empty compo-

nents is: u* = (1 — %) B — % f- %Bz. Now, we will consider a scenario where the leader intends to design one
binary component while keeping n — 2 empty components. The utility of the terrorist within the binary component
can be written as: u’ = (1-— %) B(1+,BB)—% — 3 B2. Comparing the v and ¥, if B* = V1467 (n=2) W > B
then at p = 1, the leader will design an efficient network with only empty components. Otherwise, an efficient
network with some non-empty components will be designed.

We intuitively explain the above results. In the absence of infiltration risks, the lack of capture costs allows
the terrorist leader to maximize welfare by designing a fully connected network. However, when the infiltration
probability reaches 100 percent, the cost associated with infiltration surpasses the benefits gained from connec-
tions. Consequently, the terrorist networks become constituted solely of empty components.

However, when effort of terrorists exerts maximal effort, one can observe if B is smaller than B*, then all compo-
nents will be empty in the efficient network. However when B is greater than B*, one can think that the benefits
from connections (SB) is significantly higher as to allow non-empty components arising even when probability
of infiltration is 1.

Drawing insights from Lemma 6A and 6B mentioned earlier, an inverse correlation between p and d becomes
evident. The underlying logic is intuitive: as p rises, it becomes advantageous for the leader to refrain from
increasing the number of neighbours of any terrorist, as doing so heightens the risk of infiltration. The mathemat-
ical analysis supporting this conclusion is relatively straightforward. By taking the derivative of equation [9 with
respect to p, we arrive at the following result:

Ou” 1 [n —p(d+1)] —n(d+1) _E—&-l
Op  2[n—pdn—p(d+1)][n—pBdn—pd+1)] n

f (18)
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Examining equation we observe that the sign of %’j is negative. This is evident as, [n — p(d+1)], [n — Bd(n —

p(d+ 1)), n(d + 1) and L f is strictly positive. Delving into the marginal change in utility of any terrorist with
respect to p, we see if the leader intends to augment the number of neighbours of a terrorist d, it becomes evident
that the utility of the terrorist diminishes even further. Consequently, it is not in the leader’s best interest to in-
crease the neighbours of any terrorist inside the network when the probability of infiltration rises. This establishes
a clear monotonic non-increasing relationship between p and d.

Proposition 3: There exists a lower bound p* such that V p € [0, p*], the efficient network is composed of a
single complete component and an upper bound p** such that V p € [p**, 1], the efficient network may not always
composed of all empty components.

For proving proposition 3 we need to prove the following lemmas,

1. Lemma 7A: There exists a value p* such that for V p € [0, p*], the efficient network is composed of a single
complete component.

2. Lemma 7B: There exists a value p** such that for V p € [p**, 1], the efficient network may not necessarily
be composed of empty components.

The proof of Lemma 7A and Lemma 7B is in the Appendix[A.6

We have proved Lemma 7A and Lemma 7B with the help of Bolzano’s Theorem In Appendix we prove
Proposition 3 under the assumption that terrorist’s effort admits an interior equilibrium. A similar proof holds
when the effort admits a corner solution. Since the proof is identical for both interior and corner solutions, we
have omitted the latter. Here, we will discuss the implications.

From Lemma 6A and Lemma 6B, we observe that at p = 0, the efficient network is a single complete com-
ponent regardless of whether the effort exerted is maximal or non-maximal. However, at p = 1, the efficient
network may be composed of only empty components. This depends on the nature of the solution and other pa-
rameter values such as f, 3, and n of the model.

By applying Bolzano’s theorem in Lemma 7A and Lemma 7B, we show that there exist two probabilities of
infiltration threshold values p* and p**, where for p € [0, p*], the efficient network is composed of a single com-
plete component. This is because the benefits of connections are higher than the cost of infiltration. However, for
p € [p**, 1], the efficient network associated with non-maximal effort is always composed of empty components.
When terrorists exert maximal effort, depending on the level of this maximal effort, the efficient network may
have all or some empty components. This indicates that even at high levels of infiltration, if the benefits of con-
nections are sufficiently high, the network does not necessarily disintegrate into all empty components, but some
non-empty components may still exist.

In the next section, we discuss the comparative statics of the model and examine how the equilibrium efforts
and utilities vary with respect to network size, the degree of complementarity between the efforts of terrorists, the
fines faced by terrorists, and the probability of infiltration.

3.5.2 Comparative Statics

In conducting comparative statics in this chapter, we restrict our attention to interior equilibrium efforts and utili-
ties. Our focus is on understanding how these efforts and utilities change with variations in parametric values such
as d, n, p, f, and 3. Although we recognise that d and n are discrete values, our primary interest lies in the signs
of the comparative statics rather than their exact values. For convenience, we treat these parameters as continuous.

Variation with respect to d: Upon calculating the derivative of equilibrium efforts (equation |8) with respect

to d, followed by simplifying the result, the resulting equation is as follows:
de* _ —np+Bln—p(d+1)]?
dd ~ [n— Bdn—p(d+ 1))

19)

17See Apostol (1991).
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Given that the denominator of equation [19|is always positive, the direction of the sign of % can be understood
by focusing on the numerator.

deF {20 if —np+Bn—p(d+1)2>0 (20)

dd | <0 otherwise

The term present in equation namely —np + 3[n — p(d + 1)]?, can be rewritten as L2+ B[l - p(%)]? The
transformed expression can be explained in the following manner: When the number of neighbours for a terrorist
increase, the marginal cost of getting captured increases by £. However, the marginal benefits will also rise due to

the degree of complementarity (3, provided the terrorist remains uncaptured with probability (1 - %) . If the

marginal cost of getting captured outweighs the marginal benefits from complementarity, given that the terrorist
remains uncaptured, the equilibrium effort decreases as the number of neighbours increases.

Consider the scenario, where the probability of successful infiltration p = 1, the number of nodes n = 4
and the degree of complementarity between the efforts of terrorists 5 = 0.001. In this context, the expression

-2+ p[1 - p(%)}2 yields a negative value, as the cost of getting captured is higher than benefits of not getting

captured. Conversely, when p = 0, the expression becomes positive. Thus, the sign of % can be influenced by
the specific values of the parameters. Consequently, in principle, the sign becomes uncertain due to the variability
of these parameter values.

The equilibrium utility (equationJ) can be reformulated as:

15 d+1
Ut =—-er - —

3 —pf @1

Upon calculating the derivative of equation 21| with respect to d and further simplifying, the result is as follows:

duj :ei*de,* — lpf (22)
dd dd n
When the number of neighbours of a terrorist increase, the effect on their equilibrium utilities is ambiguous. If the
marginal change in equilibrium effort is non-positive with respect to the number of neighbours d, then the marginal
change in equilibrium utility is unambiguously negative, as evident from the expression above. However, when the
marginal change in equilibrium effort is strictly positive, the marginal effect on equilibrium utilities is ambiguous.
If the increase in the marginal effort of a terrorist with respect to d is greater than or equal to the marginal cost
of capture and subsequent fines, then the equilibrium utilities increase or remain constant, otherwise they decrease.

Variation with respect to n: Applying a similar approach as mentioned above, by calculating the derivative
of equation 8] in relation to the size of the terrorist network n and then simplifying the outcome, the resulting
equation is as follows:

dem _ 42[—np+ B(n — p(d+1))*] + $2d(n — p(d +1))* + p(d + 1)
dn [n — Bd(n — p(d+1))]2

(23)

We know from the above expression that the denominator is strictly positive, so the sign of % depends on the sign

of the numerator. In our chapter, we considered that the sign of % is negative. This implies that with a greater
number of terrorists, the marginal increase in complementarity decreases. However, the number of neighbours for
a terrorist can increase or decrease with the size of the network. If the marginal benefit of an increase in effort with
an increase in d is positive, then % is positive otherwise it is negative. Therefore, the sign of j—fL is the interplay
of these forces mentioned above. If the marginal benefit from increasing network size is greater than the marginal

cost, then 3—2 > 0, otherwise it can remain constant or decrease as well.

Using equation 2] and taking derivative with respect to n, we get,

dﬁzjdei* pff{&+1 B d&}

24
dn c dn n 24

n dn

E _ ﬁ 1 1 _ . n d(g-‘rl)
The term { p dn} in equation can be represented as e, = Tt Tdn

portionate change in the number of neighbours of terrorists resulting from a proportionate change in the terrorist

, where e5 , signifies the pro-
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network size. If e5,, falls within the range of 0 and 1, it signifies that due to the reduction in the cost of capture
through infiltration with an increase in network size, the equilibrium utility of an individual terrorist increases

alongside the expansion of the network. Nevertheless, when €5 is more than 1, the sign of % becomes un-

certain. .Speciﬁc.ally, the s'ign of % tnrns negatiye only when the penalties post-apprehension are considerably
substantial, causing the utility of terrorists to decline as the network size grows.

Variation with respect to p: We now explore how effort and utility of inidividual terrorists vary with the prob-
ability of infiltration. Upon calculating the derivative of equation [8| with respect to p and then simplifying the
obtained expression, the outcome is as follows:

& _ [—n(d—t—l)-i-(dp)( np + Bln — p(d+1)]2)}

dp in— Adin—p(d+ DI @

Examining the impact of varying the probability of successful infiltration, the sign of &= de can be determined by
focusing on the numerator, given the denominator is always positive in equation 23] It is plausible to consider
that the network leader might reduce the number of nelghbours for certain for some terrorists, if not for all. The

numerator of equatloncan be restated as — d+1 + (4 s -2 4 B[1 — (d'H ).

Particular attention is drawn to the sign of —£ 4- 3[1 — p(gj;l )]%. From equatlonwe know the sign of < E can
be positive, negative or equal to 0, depending on the interplay of the cost of getting captured and the benefits of not
getting captured. Nonetheless, as the leader decreases d with the increase in p, the sign of dd% is unambiguously

negative if —2 4 B[1 — p(%=1)]2 > 0. However, when the term —2 + B[1 — p(ZE1)]2 is negative, the sign of

4¢” pecomes amblguous In such a scenario, the sign of can only be positive when the leader can effectively
1ncrease the benefits by reducing the number of nelghbours for each terrorist.

Similarly as above, taking derivative of equation[21] with respect to p, we get,

& _deF fr- dd
= e* d+1 — 26
=" @+ )+rg 26)

In cases where the sign of <= de is negative and the term within the parenthesis is positive, the sign of ‘“; becomes

conclusively negative. Addltlonally, sizeable fines following apprehension can also lead to a decrease in the utility
of terrorists. However, it is important to note that the sign of d" can also be positive based on the marginal benefit
from increasing efforts and the marginal cost of capture.

Variation with respect to f: We now focus how the equilibrium efforts and utilities of terrorists responds to
changes in f. Taking derivative of equation [§| with respect to f and subsequently simplifying the expression, the

outcome is as follows:
i (B) (= + Bl —pd+1)P)
a | [n— Bdln — p(d + 1)]]2 }
Given that the denominator of equation [27) is positive and understanding that the degree of each terrorist is in-
versely related to fines, the equation presents some insights. Even if the term —2 + 3[1 —p(%= atl )]? is positive, the

27

N
influence of ( ) contributes to the decline of equilibrium efforts. Conversely, when [—£ + 3 (1 - p%) ] <0,

the equlhbrlum effort increases with fines. This can be explained by the fact that as ﬁnes increase, the leader
reduces the number of connections each individual terrorist has to minimise the risk of infiltration. This results in
an increase in the number of components within the network. However, within these components, the individual
efforts will increase. Thus the sign of <& d" is dependent on the sign of Ciled
Similar to the previous discussions, calculating the derivative of equation 21| with respect to f yields:
du* _de*

= e* :|

df df df

Much like the explanation for the equilibrium utility variation concerning p, the implications of changes in f can
be understood. When takes a negative value and the term within the parenthesis remains positive, the sign of

- Plas)+p2 (28)
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%: is unequivocally negative. However, when ddif > (, the actual sign of ’Z}* is depends on the interplay of the

marginal benefit from increasing efforts and the marginal cost of capture.

Variation with respect to 3: Lastly, we explore how the equilibrium efforts and utilities of individual terror-
ists changes with changes in J (represents the degree of complementarity between terrorists efforts). Calculating
the derivative with respect to 8 and then simplifying, we obtain:

**_[(%>Cmp+5m—pw+ﬂﬂﬂ+ﬂn—aﬁ+ny

) [n = Bdln — p(@+ 1) >

g

From the above equation we can see the denominator is strictly positive. Therefore, the sign of ‘i% depends on
the sign of the numerator. Intuitively, we understand that an increase in the degree of complementarity between
the efforts of terrorists J leads to an increase in the number of neighbours, as it increases payoffs for individual
terrorists. However, an increase in neighbours does not necessarily lead to an increase in effort (see the com-
parative statics of changes in effort with the changes in number of neighbours for a terrorist). If the equilibrium
effort is non-decreasing with the number of neighbours, then the above equation becomes unambiguously positive.
Otherwise, it depends on the relative strength of the marginal benefit and the marginal cost in the expression above.

Now we look at the terrorist utility. Taking derivative of equation[21] with respect to 3, we get,

dF  __det  pf {dj} (30)

a3~ ° 48 n ldp

If % is non-positive, the sign of % is unambiguously negative. Otherwise, it is ambiguous and depends on
whether the marginal benefits from the increase in complementarity between the efforts of terrorists are higher
than the marginal costs of increased connections designed due to the increase in complementarity.

The comparative statics governing the welfare of the network mirror the properties observed in the utility of
individual terrorists, as the welfare of the network is a scalar addition of the utilities of individual terrorists. Given
this relationship this section is skipped.

3.6 Case 2: No Probability of capture through connections

In this section, we revisit the general formulation of the utility function of individual terrorist (equation [1) and
discuss the efficient network structures of the model where the probability of capture through connections are 0.
Previously, we explored the scenario where a terrorist is captured with probability 1 (i.e., § = 1), both through
direct and indirect connections. Now, we shall consider the cases: when a terrorist cannot be captured through
direct or indirect connections (6 = 0). By simplifying and rewriting equation[I} we obtain:

d(i,j
Pt d(i oo 00 +1
n

) 4
w1 i) o
n

1
Jeilgii + 8 gijes) — v f-3¢ G

JEN

Lemma 8: For § = 0, terrorist network is designed of components.

Proof of Lemma 8: By plugging § = 0 into equation we observe that u; increases with the number of
neighbours of terrorist ¢ and is independent of the level of infiltration. Therefore, the efficient network is a com-
plete component. Intuitively, this implies that when a terrorist can only be captured directly and not through any
connections, the leader then designs maximally connected or complete components that maximize the utility for
any individual terrorist. In this case, the equilibrium effort and the associated utility can be computed straightfor-
wardly.

Corollary 3: Terrorists maximally connected in a component when § = 0, have the following equilibrium ef-

forts and utilities,
1 P
a:{lml1ﬁﬁ<3

Sy

otherwise

e - (32)
5 (m) iferx < B

B(1+B(n—1)B) — $B? otherwise

5|
I
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The equilibrium efforts and utilities of individual terrorists are independent of the level of infiltration. In this
scenario, the total welfare of the network is n X u*.

3.7 Case 3: Unequal Probability of Capture through Connections

In this section, we consider the final case where a terrorist has an unequal probability of capture through connec-
tions i.e., § € (0,1). This implies that a terrorist is captured with a higher probability through direct connections
compared to indirect connections. In this scenario, an efficient network may consist of non-maximally connected
sub-structures, depending on the level of infiltration. We illustrate this with an example. Consider the parameter
values n = 6, § = 0.11, § = 0.75, and f = 0.5, while varying the level of infiltration. We have focused on
p € [0.4,0.6], as outside this range, the efficient network is composed of maximally connected sub-structures.

WL =Empty&l - 8in
2 W!-C:m;.'! 1=8ink]l - Emply

W! =Caomp&s3 - Empty

Wé — Comp&2 - Empty
Wi =Comp&l - 8in
W3 — Compé&l - Empty
W.’.'..’J

wser

W1 -Line&3 -Emp

Weamn

Welfare of Efficient Networks

Wi

0.400 0.425 0.450 0.475 0.500 0525 0.550 0575 0.600
Probability of Successful Infiltration [p]

Figure 13: Transition of efficient Network with variation of patn =6, 5 =0.11, =0.75and f = 0.5

In the Figure [[3] above, we considered all the efficient networks with maximally connected sub-structures for
n = 6 and compared them with two efficient networks with non-maximally connected sub-structures: one where
three nodes are designed as a line sub-structure and three are empty sub-structure, and another where the nodes are
designed to have a star structure. We found that for some p € (0.45, 5.25], the efficient network is composed of
non-maximally connected sub-structure. While we are not asserting that the specific configuration of three nodes
designed as a line sub-structure and three empty sub-structure is the most efficient, we can conclude with certainty
that for § € (0,1), p € (0.45,5.25], n = 6, 8 = 0.11, § = 0.75, and f = 0.5, an efficient network cannot be
designed of maximally connected sub-structures i.e., components.

Therefore, we can say for a given p, f and 3, for § = 0 and § = 1 the efficient terrorist network is designed
of maximally connected components and § € (0,1) the efficient terrorist network maybe be designed of non-
maximally connected components.

4 Conclusion and Future Extensions

We developed a game-theoretic model of terrorism to gain insights into the sub-structures of efficient terrorist
networks in the presence of infiltration. Our analysis reveals that, with infiltration, there are conditions under
which there is a degree of separation between the various sub-structures in the network. We considered various
cases regarding how a terrorist can be captured. If a terrorist is captured with probability one through both direct
and indirect connections, the efficient network is composed of components. The shape and number of compo-
nents within the efficient network vary with the probability of infiltration, the degree of complementarity between
terrorists efforts, the network size and the fines. We observe that these components can be either symmetric or
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asymmetric depending on the probability of infiltration. We also observe that, at low infiltration levels, the efficient
network is a single complete component. However, when infiltration is high, the efficient network is composed
of smaller, multiple components. Even when the probability of successful infiltration is 1, the efficient network is
not necessarily composed of empty components. We identify two threshold values of the probability of infiltra-
tion below and above which the efficient network is composed of symmetric components. Using simulation, we
showed that when fine is above a certain value, the efficient network is composed only of symmetric components.
If a terrorist is captured only directly and not through any connections, the efficient network is composed of a
single complete component. This complete component is independent of the probability of infiltration. However,
if a terrorist is captured with a higher probability through direct connections than through indirect connections, an
efficient network may be complete, empty or have non-maximally connected sub-structures.

For future research, there are several promising directions for extending our model. In our current model, we
focused on how terrorists can benefit from their connections in carrying out terrorist activities. One intriguing
direction for exploration is to consider how these connections may also aid terrorists in evading capture during
infiltration efforts. Another direction of research could involve relaxing the assumption of an exogenous network
structure to exploring the evolution of networks influenced by the probability of infiltration. Such a dynamic
perspective could provide valuable insights into how terrorist networks adapt and grow over time. In our existing
model, we assumed that the terrorist leader operates from a concealed location. A fascinating extension of this
work would be to investigate scenarios where the leader is situated within the network and analyse the optimal
position for the leader within the network structure. Furthermore, empirical research can play a crucial role in
enhancing our understanding of terrorist networks in the presence of infiltration. Gathering data from sources
such as the Global Terrorism Database can provide valuable insights and opportunities for real-world validation.
These are the avenues of research that we intend to explore in our future work, and they hold the potential to
further enrich our understanding of the dynamics of terrorist networks in the face of infiltration.
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A Appendix: Proofs
A.1 Proof of Lemma 1:

We begin by observing that the action space for each terrorist can be restricted to the interval [0, B], where B is
a finite upper bound. This restriction ensures that the action spaces of all terrorists are convex (by definition) and
compact subsets of the Euclidean space. Next, let us examine equation [ which reveals that the utility function
of a terrorist is continuous in the product of their actions (eq, ea, . .., €,). Now, consider the payoff function of
terrorist i € N, denoted as (1 — p™:th)e; (1 + B3,y gije;). This function is linear in e;, making it quasi-
concave in e;. The second term p™it= H f is constant with respect to changes in e;. Additionally, the quadratic cost
function is convex in e;. Hence, by analysrng the utility function of terrorist ¢, we can conclude that it is a concave
function in e; and, therefore, quasi-concave. Since all the assumptions of the Debreu-Fan-Glicksberg Theorem
are satisfied — including the quasi-concavity of the utility functions, the convexity of the strategy spaces, and the
compactness of the strategy sets — the game admits a Nash equilibrium.

A.2 Proof of Lemma 2:
By the definition of the path stated earlier, we can express it as:
[M; U {i}] = [Mg U {g}|
Using the set union formula, we can rewrite the above equation as:
[Mi| +1 = |M; 0 {i}] = |Mg| +1 = |Mg N {q}]

Since both sets {i} and {q} contain only one element, their cardinality is 1. Additionally, by the definition of
path-connected members, M; and {i} are mutually exclusive sets. Therefore, |Af; N {i}| = 0. Similarly, M, and
{g¢} are also mutually exclusive sets, so | M, N {g}| = 0. Therefore, the equation can be simplified to:

|M;|+1=|My|+1

By the network definition, the cardinality of path-connected members is written as |M;| = m; for all i € N.
Hence, the above equation can be rewritten as: m; +1 = mg + 1. Therefore, we have successfully proven Lemma
2.

A.3 Proof of Proposition 1:

We maximise equation ] with respect to the effort of individual terrorist e; and set it equal to 0. Simplifying, we
can write the equilibrium effort of individual terrorist in terms of equilibrium efforts of their neighbours,

:(1— mt1 )(1—}—6291]6]) (33)

Substituting this implicit equilibrium efforts in equation [4] (the general utility function associated with § = 1) we
can write the utility of individual terrorist implicitly as,

Ui:1(1_pmiTj_1)(1+ﬂzgwey>2_pmz+1f (34)

To prove Proposition 1, we know from equation []that terrorist ¢ € N will never choose zero efforts, as that would
lead to u; < 0. We then examine the first partial derivative of equation and | where ae’ and aul will always

be strictly greater than zero if g;; = 1V {i # j € N}, given thate >> 0 and 8 € (0, —15) . In the network
definition subsection, we defined m; as the number of path-connected terrorists to . Let u; be the corresponding
utility for terrorist ¢ with degree d; = m;, where d; = >_ jen; 9ij- We disregard scenarios where terrorist ¢ has

a degree d; > m; since d; € m;. Revisiting equationl if terrorist 7 has a degree d/- < d; = m;, then u; < U
m; +1

since d < d;and ¢; < €; However, the cost of infiltration, given by (p , remains the same in both

J
scenarios. Therefore, we can deduce that the leader designs a network where terrorists are maximally connected

within a substructure (i.e., components are designed), and thus, the proposition is proved.

18Ses Debreu (1952),Fan (1952) and Glicksberg (1952).
asae‘>0anddu‘>01fgL]:1V17$]6NBe( L yande >> 0
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A4 Proof of Corollary 1
A.4.1 Proof of Interior Equilibrium Effort

Looking back at the equilibrium conditions (equation[6), we know,

i = (120 (14 ;)

Given the model parameters, its a isomorphic decision problem, so we are focussing on the symmetric equilibrium,
therefore e} = ej = ¢*, hence we can write the above equation as,

_ d+1 _
& = (1 —pi) (1 n 5de*) 35)
n
Simplifying the equation[35] we can write,

_ d+ 1\ d+1
- (10 s (172
n n
Hence the interior equilibrium effort can be written as,
= n—p(d+1)
n— fd(n—pd+1))

A.4.2 Proof of Equilibrium Utility

Plugging equilibrium effort equation (equation|[7) in the individual utility function (equation[5), we can write the
equilibrium utility as,

— 1 d+1\2 -y d+1

7 =5 (1-p==) (1488 + = —=p(~S) (36)

Now substituting equilibrium effort in equation [36] we get,

Yo ot )

We now simplify the equilibrium utility step by step,

=3 (-0) (a1 S ) e

S

1( E+1>2(1+( nBd — pBd(d +1) ))>2+d+1p(—f)

wt==(1—-p——rnb — —
2 n n — Bdn + pBd(d + 1 n

1 (1 _p8+ 1)2(n— Bdn + pBd(d + 1) 4+ nBd — pBd(d + 1)>2+g+ 1p(_f)

n n — Bdn + pBd(d + 1) n

o d 2 2 q
u*:%(l_p :;1) (nfﬂEn+T;ﬂE(E+1)> - lef

The simplified interior equilibrium utility can be written as,

wF =

1( n—p(d+1) )2_8—&—1

2\ = Bdn + pBdd+ ) rf

n

When the equilibrium effort admits a corner solution i.e. ¢* = B, the corresponding equilibrium utility can be
written as,

= (1—p$)3(1+ﬂ33)f$p]"f%B2 37)
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A.5 Proof of Corollary 2

Substituting the equilibrium utilities in the welfare function (equation [2), we can obtain the equilibrium welfare
of an efficient network. The welfare corresponding to the interior equilibrium effort can be written as,

K (A —
T @ i i) ()]

Similarly, the welfare corresponding to the corner equilibrium effort, can be written as,

o= e )0 s - (o - L

When the components in the efficient network are symmetric, the corresponding utilities are:

W, =n

nt

1 n—p(d+1) 2 d+1
[ﬁ(n—ﬂgnip;a@—i—l)) - Z pf}

and,

B+ GdcB) — (2 )ps - 187

- di, +1
W :n[(l—pdk+
n

cor

A.6 Proof of Proposition 3

We will prove Proposition 3 with the help of Lemma 7A and Lemma 7B:

Proof of Lemma 7A: Based on Lemma 6A, we have shown that at p = 0, the terrorist network comprises a
_ _ 2 _ _
single component. Comparing W(p = 0,d =n —1) = & (%) and W(p=1,d=n—1) = —nf,it

becomes evident that W (p = 0,d =n — 1) > W(p = 1,d = n — 1). Our focus lies in determining the existence
of p*, such that Vp € [0, p*], the efficient network maintains a single maximally connected component. To show
this, we need to demonstrate that for such p’s the following condition holds,

K
W(p.d=n-1)>W =max ) (dx(G) + ur(p, di(9)) (38)
k=1

Beyond p*, the efficient network no longer exhibits a single complete component.

Consider a function g(p) defined as follows: g(p) = W(p,d = n — 1) — /W(p) We understand that g(p) is
continuous since W (p,d = n — 1) and W (p) are continuous functions. We want to analyse g(p) at p = 0 and
p=1

1. Atp=0,wefindg(p=0)=W(p=0,d=n—1) — W(p = 0) > 0. This inequality is based on Lemma
6A, which tells us that when p = 0, the efficient network is comprised of a single component.

2. Atp =1 wehave glp=1) =W(p=1d=n—1)—W(p=1) < 0. Giventhatg—g < 0 and

considering that W is a linear transformation of %, we can infer that %—V; < 0. We also understand that there

is a monotonic non-increasing relationship between p and d. This suggests when p increases, the efficient
network transitions from being a single component to other efficient network structures.

By applying Bolzano’s Theorem m we can conclude that there exists a p € (0, 1) such that g(p) = 0. Conse-

quently, W(p,d=n—-1) = /W(p), and we can identify a p*, such that Vp € [0, p*], the efficient network remains
a single maximally connected complete component. Beyond p*, this single complete component is no longer the
efficient network.

Proof of Lemma 7B: Similarly, from Lemma 6B we know that at p = 1, the terrorist network will have n
empty components. We are interested in discussing the existence of p**, such that Vp € [p**, 1], the efficient

20See Apostol|1991
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network will have n empty components. To establish this, we need to demonstrate that for such p’s the following

condition holds,
K

W(p,d=0) > W = max 3" (d(G) + 1ux(p, dn(9)) (39)
k=1

Below p**, the efficient network comprises of components which larger component size compared to empty net-
works.

Consider a function h(p) defined as follows: h(p) = W (p,d = 0) — /W(p) We understand h(p) is continu-
ous since W (p, d = 0) and W (p) are continuous functions. We want to analyze h(p) atp = 0 and p = 1.

1. Atp=0,wefind h(p=0)=W(p=0,d =0) — /V[7(p = 0) < 0. Given that g—z < 0 and considering that
W is a linear transformation of u, we can infer that % < 0. We also understand that there is a monotonic

non-increasing relationship between p and d. This suggests that when p is low, the efficient network will
comprise of larger connected components compared to empty components, and the welfare of these efficient
networks with larger connected components is higher than efficient networks with empty components.

2. Atp=1,wehave h(p =1) = W(p =1,d = 0) — W(p = 1) > 0. This inequality is based on Lemma
6B, which tells us that when p = 1, the efficient network is comprised of only empty components.

By applying Bolzano’s Theorem, we can conclude that there exists an p € (0, 1) such that h(p) = 0. Consequently,

W (p,d = 0) = W(p), and we can identify a p**, such that Vp € [p**, 1], the efficient network comprises of only
empty components. Below p**, the efficient network comprises of components with larger connected components
compared to empty networks.
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B Appendix: Tables

B.1 Optimal degree with changes in p when n = 100, f = 1 and 8 = 0.01

For | p | = 0.00, | d | where | u | is | maximum: | 99.0000
For | p| =] 0.01, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.02, | d | where | u | is | maximum: | 99.0000
For | p | =1]0.03, | d | where | u | is | maximum: | 99.0000
For | p | =] 0.04, | d | where | u | is | maximum: | 99.0000
For | p | =1]0.05 | d | where | u | is | maximum: | 99.0000
For | p | = 0.06, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.07, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.08, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.09, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.10, | d | where | u | is | maximum: | 99.0000
For | p | = 0.11, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.12, | d | where | u | is | maximum: | 99.0000
For | p | = 0.13, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.14, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.15, | d | where | u | is | maximum: | 99.0000
For | p | = 0.16, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.17, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.18, | d | where | u | is | maximum: | 99.0000
For | p | =1 0.19, | d | where | u | is | maximum: | 99.0000
For | p | =1]0.20, | d | where | u | is | maximum: | 99.0000
For | p | =| 021, | d | where | u | is | maximum: | 99.0000
For | p | =] 022, | d | where | u | is | maximum: | 99.0000
For | p | =] 023, | d | where | u | is | maximum: | 99.0000
For | p | =] 024, | d | where | u | is | maximum: | 99.0000
For | p | =] 025, | d | where | u | is | maximum: | 99.0000
For | p | =] 026, | d | where | u | is | maximum: | 99.0000
For | p | =] 027, | d | where | u | is | maximum: | 99.0000
For | p | =] 028, | d | where | u | is | maximum: | 99.0000
For | p | =029, | d | where | u | is | maximum: | 99.0000
For | p | =030, | d | where | u | is | maximum: | 99.0000
For | p | =] 031, | d | where | u | is | maximum: | 99.0000
For | p| =032, | d | where | u | is | maximum: | 99.0000
For | p | =] 033, | d | where | u | is | maximum: | 99.0000
For | p| =034, | d | where | u | is | maximum: | 99.0000
For | p | =035, | d | where | u | is | maximum: | 99.0000
For | p| =036, | d | where | u | is | maximum: | 99.0000
For | p | =] 037, | d | where | u | is | maximum: | 98.0000
For | p | =038, | d | where | u | is | maximum: | 92.0000
For | p | =039, | d | where | u | is | maximum: | 86.0000
For | p | =] 040, | d | where | u | is | maximum: | 80.0000
For | p | =| 041, | d | where | u | is | maximum: | 74.0000
For | p| =] 042, | d | where | u | is | maximum: | 69.0000
For | p | =| 043, | d | where | u | is | maximum: | 63.0000
For | p | =| 044, | d | where | u | is | maximum: | 57.0000
For | p | =| 045, | d | where | u | is | maximum: | 52.0000
For | p | =| 046, | d | where | u | is | maximum: | 46.0000
For | p | =| 047, | d | where | u | is | maximum: | 40.0000
For | p| =] 048, | d | where | u | is | maximum: | 34.0000
For | p | =049, | d | where | u | is | maximum: | 26.0000
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For | p| =050, | d | where | u | is | maximum: | 0.0000
For | p | =] 051, | d | where | u | is | maximum: | 0.0000
For | p| =052, | d | where | u | is | maximum: | 0.0000
For | p | =] 053, | d | where | u | is | maximum: | 0.0000
For | p| =054, | d | where | u | is | maximum: | 0.0000
For | p | =055, | d | where | u | is | maximum: | 0.0000
For | p| =] 056, | d | where | u | is | maximum: | 0.0000
For | p| =057, | d| where | u | is | maximum: | 0.0000
For | p| =058, | d | where | u | is | maximum: | 0.0000
For | p| =059, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.60, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.61, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.62, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.63, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.64, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.65, | d | where | u | is | maximum: | 0.0000
For | p | =] 0.66, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.67, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.68, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.69, | d | where | u | is | maximum: | 0.0000
For | p | =] 0.70, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.71, | d | where | u | is | maximum: | 0.0000
For | p| =072, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.73, | d | where | u | is | maximum: | 0.0000
For | p| =074, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.75, | d | where | u | is | maximum: | 0.0000
For | p| =|0.76, | d | where | u | is | maximum: | 0.0000
For | p| =077, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.78, | d | where | u | is | maximum: | 0.0000
For | p| =079, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.80, | d | where | u | is | maximum: | 0.0000
For | p| =] 081, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.82, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.83, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.84, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.85, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.86, | d | where | u | is | maximum: | 0.0000
For | p | =] 0.87, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.88, | d | where | u | is | maximum: | 0.0000
For | p| =] 0.89, | d | where | u | is | maximum: | 0.0000
For | p| =090, | d | where | u | is | maximum: | 0.0000
For | p | =091, | d | where | u | is | maximum: | 0.0000
For | p| =092, | d | where | u | is | maximum: | 0.0000
For | p| =093, | d | where | u | is | maximum: | 0.0000
For | p| =094, | d | where | u | is | maximum: | 0.0000
For | p| =095, | d| where | u | is | maximum: | 0.0000
For | p| =096, | d | where | u | is | maximum: | 0.0000
For | p| =097, | d | where | u | is | maximum: | 0.0000
For | p| =098, | d | where | u | is | maximum: | 0.0000
For | p| =099, | d | where | u | is | maximum: | 0.0000
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B.2 Optimal degree with Variation in p when n = 100, f = 4, and $ = 0.01

For | p | =1 0328, | d | where | u | is | maximum: | 99.0000
For | p| =1]0329, | d | where | u | is | maximum: | 99.0000
For | p | =] 0330, | d | where | u | is | maximum: | 99.0000
For | p| =] 0331, | d | where | u | is | maximum: | 99.0000
For | p | =] 0332, | d | where | u | is | maximum: | 99.0000
For | p| =1 0.333, | d | where | u | is | maximum: | 99.0000
For | p| =] 0334, | d | where | u | is | maximum: | 99.0000
For | p| =] 0335 | d | where | u | is | maximum: | 99.0000
For | p | =] 0336, | d | where | u | is | maximum: | 99.0000
For | p| =] 0337, | d | where | u | is | maximum: | 99.0000
For | p | =] 0338, | d | where | u | is | maximum: | 99.0000
For | p| =1 0.339, | d | where | u | is | maximum: | 0.0000
For | p | =] 0340, | d | where | u | is | maximum: | 0.0000
For | p| =] 0341, | d | where | u | is | maximum: | 0.0000
For | p| =|0342, | d | where | u | is | maximum: | 0.0000
For | p | =] 0.343, | d | where | u | is | maximum: | 0.0000
For | p| =1 0.344, | d | where | u | is | maximum: | 0.0000
For | p | =] 0345, | d | where | u | is | maximum: | 0.0000
For | p | =] 0346, | d | where | u | is | maximum: | 0.0000
For | p | =] 0347, | d | where | u | is | maximum: | 0.0000
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